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Two-Factor Authentication

For extra account security, you can add a second layer of verification to your Online Banking account.

1.

Download the Google Authenticator
Application on your phone.
Do NOT set up yet.

2. Y
Log in to Online Banking.
Go to your Profile Icon and click Security. Jane Doe
Profile

Activity Log

Select the Authentification tab. @ Security Validation

Credentials I Authentication I Devices

Google Authenticator

C | | Ck on Set U u nd er th e GOO |e Google Authenticator is a software-based two-factor authentication (2FA) application. Once it s set up it will allow you to generate a
p g code on your telephone and use it instead of your SMS or email for additional authentication. This is more secure than using standard
Auth e ntiCOtor SeCtiO n text or email codes for authentication. When setting up Google Authenticator other less secure channels such as text and email (or voice)

are disabled. Learn More
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Two-Factor Authentication (cont.)

5. Security Validation
Select a security verification code delivery When seting up Gsogle Authenticater (r another authenticctor ape) other less secure channel
method from the dropdown, and click e e i
Request Code. Enter the Verification Code, Delivery Method Fhone Numer
and click Next. " 1 -

Verification Code

®403273

[ - ]

Open your Google Authenticator App and
tap Get Started.
Stronger security with
Google Authenticator
Get verification codes for all your accounts
using 2-Step Verification
Choose either Scan a QR code or Enter a (] ScanaQRcode
setup key, depending on your preference.
If you select Scan a QR code, you may need
Y o Y Y Enter a setup key
to allow camera permissions for the app.
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When prompted, scan the QR Code
or enter in the Code showing in your
Online Banking.

After scanning the QR code or completing
the manual entry, Google Authenticator will
provide a 6-digit code. Enter this code into
Online Banking under Verification Code.

The code is on a timer and will update every
15 seconds.

Click Submit.

Click Save.

Two-Factor Authentication (cont.)

Download Google Authenticator app on your mobile device (iOS and
Android), and use it to scan the QR code (barcode) or type the text

code provided manually.

= Authenticator

Consumers Credit Union
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Please enter your 6 digit numeric code below.

Verification Code /
4172363
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